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> googletest staff 15 o %5 2@ X
> appletest staff 1/5 o %A 2 @ X
> rmyl2s. staff 33 o %3 D 2@ X
> guodong staff 1/10 o %A 2@ X
> lItg staff 1/10 o % 2@ X
> mha staff 2/10 o 7B 2 @ X
> mfal staff 2/10 o FR 2@ X
> testmfa staff 3/20 o FR 2 @ X
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® EEFIL: ERELET, RABT T AL A&, R E R
283 40 58 BT 7 i BRI R 1R 250 i PR 5 R A s SWAN S RFad i
Manager FT7E % HIBC B 4 (../swan/manager/config/swan.conf) , 1%
#( device_limit_min {HR% & 2 REAWM Lm0 e HE, SHESEEER
Manager % %5

application:
device_limit_min: 1
admin_access_token_expire: 60
admin_refresh_token_expire: 1440

client_access_token_expire: 1440
client_refresh_token_expire: 43200
snode_port_change_time: 120
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> staff 130 newnetgroup; rmy_NG; sggroup
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X
> test 1 newnetgroup; sggroup X
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> testSN cd38c46d-b--- 182.92.66.163 gmsm4-all; obfs-all; obfs-part... a Biis
> rmy54-sl-switchl 3a62039a-c-- 172.17.17.54 rmy2RIEESM4; rmy_ SRR [ =% ] AN 2 X
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HliRiR: 7 R%F O EE BRE WE R
BRE: BRER: 23 B 25
B 1PiBit RpEER: 23
BYiEEE: E—A -
PIEIRE) 7,410 FHEXLER (&4
| RERAF BIHER BERE EfiEd R HR R EETiE |

> wangrong {64EFCTF3-CA......4A141CT8062} REEA wangrong access service success 2025-07-30 17:16:01

> swanadmin 2690b0b2-f33d......-95afd717d357 HREE swanadmin start service success D 2025-07-30 17:15:56

> wangrong {64EFCTF3-CA......4A141CT8062} [::E23: 9N wangrong break service failed 2025-07-30 17:15:32

> swanadmin 2690b0b2-f33d......-95afd717d357 ~ HEEE swanadmin stop service success [ ) 2025-07-30 17:15:19

> swanadmin 2690b0b2-f33d......-95afd717d357 AR swanadmin verify account succ... @ 2025-07-30 17:15:11

> wangrong {64EFCTF3-CA......4A141C78062} - 239N wangrong access service success [ E ) 2025-07-30 17:15:00

> wangrong {64EFCTF3-CA......4A141C78062} IR wangrong verify account success @ 2025-07-30 17:14:55

> wangrong FE338D31-E8F......6EAB540AD3D2 ;39N wangrong access service success m 2025-07-30 17:08:26

> wangrong FE338D31-ESF.....6EABS40AD3D2  AEI@AY wangrong verify account success [} 2025-07-30 17:08:20

74017410 %/85£ 740 % < 1 367 368 369 370 0%/M - BE i

mdr AR HEE, TBLURITEON AR H AR, WA SR Bk

LAIRIR:
BRE&: BRXE: 23
IR 1P3hik
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SERE: 23

RpEER: 23

swanadmin B
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s
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ARGt

g

AITHRE 7,410 RIBXLER ]
RKERAF R TR TR REEER R

v wangrong {64EFCTF3-CA......4A141CT8062} 239N wangrong access service success (@) 2025-07-30 17:16:01

=E: HEAP 1R1E service access EER: BTh

%{%: bringing client node <{64EFCTF3-CA83-4EFT-8877-D4A141CT8062)> online for user wangrong

PiEik: 1021.0.2
> swanadmin 2690b0b2-f33d.....-95afd717d357  WAER swanadmin start service success  @E) 2025-07-30 17:15:56
> wangrong {64EFCTF3-CA.....4A141CT8062} BSEA wangrong break service failed 2025-07-30 17:15:32
> swanadmin 2690b0b2-f33d.....-95afd717d357  FAEER swanadmin stop service success D 2025-07-30 17:15:19
> swanadmin 2690b0b2-f33d......-95afd717d357  IAEEAR swanadmin verify accountsucc... @& 2025-07-30 17:15:11
> wangrong {64EFCTF3-CA......4A141C78062} BRERBEA Wangrong access service success @ 2025-07-30 17:15:00
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> swanadmin 2690b0b2-f33d......-95afd717d357 TREE swanadmin start service failed 2025073017621 &

> wangrong {64EFCTF3-CA.....4A141C78062} RSN wangrong break service failed 2025-07-30 17:16:18

> swanadmin 2690b0b2-f33d......-95afd717d357 TRER swanadmin stop service success D 2025-07-30 17:16:07

> wangrong {64EFCTF3-CA.....4A141C78062} :ESEIN wangrong access service success @ 2025-07-30 17:16:01

> swanadmin 2690b0b2-f33d......-95afd717d357 TRER swanadmin start service success [ Ex ) 2025-07-30 17:15:56

> wangrong {64EFCTF3-CA.....4A141C78062} BREEA wangrong break service failed 2025-07-30 17:15:32

> swanadmin 2690b0b2-f33d......-95afd717d357 TREE swanadmin stop service success @ 2025-07-30 17:15:19

> swanadmin 2690b0b2-f33d......-95afd717d357 IR swanadmin verify account succ... [ ) 2025-07-30 17:15:11

> wangrong {64EFCTF3-CA......4A141CT78062} BREBA Wangrong access service success @ 2025-07-3017:15:00 o
$7401-T413%/BH T413% < 1 367 368 369 370 20 /7 = b

s A B gL A B R B e X B e, T BE L RE Ak

i CAnF 4488 P RAY, SRR RSN BVE D J5, 7T PR i

WHEHL, B TR SR A ORAE R . TELRAERS, P AT DU 44, DAME
PR R PR

itk

+ BREH: | BEBPIEXBRLEE

ARE: * AP

CBHRR: 2R * R ER:

*BYiEEE: | E=X

FP AT CALE B 3 v B T AT SR BB, JFx AT B, N
Bl o3 A e AR -

2245 B35V A https://amianetworks.com.cn 30 7T



SWAN & 22 i F] P 1% Bl F#F

SENER | FAAESR

swanadmin B

WHEAFE=XENREEF 2

BPE: *BREE: | AP X

*RBSFER: | ERK x *BIEBER:  E=X

*BHRE: 23

0]

fisBhizThhe, A7l —8E B IR 26 0, A RERTH TARReR, tHd

T 2o B R e B 5t

igmi: | )
mpEE: HRENBR  RANERR EXx
TR
Q
BYiEISEm:
WEARE=RERE TG
ZBER BHER BEAE

EHRE: 25

REEER:

FfHER

R X

RBEER

swanadmin &

C EE BEE BWE R

&4

R EEtiE

RIS, SRR L 1R o TSR, A8 AN 7] 37 35 R L R SR e

FH P R B X SR AR ORI 98 H S A2

2245 B35V A https://amianetworks.com.cn

31 W



SWAN & 22 i F] P 1% Bl F#F

4. I &

s |
BRE: BENEE  RARERE
W
Q
B
ShortTermUserEvents
RegularUserEvents
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NetworkAdminEvents
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> v ConfigManagementEvents
s o] seviceManagementevents
UserManagementEvents
> v
> swanadmin 269060b2-f33d.....-95afd 717d357
> wangrong {64EFCTF3-CA.....4A141CT8062}
> swanadmin 2690b0b2-f33d.....-95afd 717d357
> swanadmin 269060b2-f33d.....-95afd 717d357
> wangrong {64EFCTF3-CA......4A141CT8062}
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HRVREEA M RN 2%, 0 G AR ) M RE T 5 AN ZE RS RA 1] R
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o RIEVRE: ULHCHS L A ic & 4 /CIDR i E — %R EBRST
EHHTIR B
® EiEviE: RULEATTEHMNARE — BB A H /X 2515 ]

@

SWAN (182.92.66.163)

X
Q ~ .
HSEL rmy_2RIBIERA v
K
LSS
303, BnhiEF v
BEREG EMH
s RSES RN N
& /IP
v BEAN @ 3/10
s o W 9
wHAIP O T h/w
Pih A O
g m
1EFA
BEIERE AEES S
C
HFihRZs
><
b) HESH

BFXS Linux CLI/GUI 2/ i, ‘BATTAN ISR BN 5 7€ DRE, T2 il
ReZia D AE S Bt B S A R = 1) B B R S e, BRI
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N SWAN (182.92.66.163)

@ b4
KSEL all-net-no-obfs/testSN (E#)i%)
K — . ® 00:05:30
}i _ — (A 0.9us T BRELE
EREH e = TR AR
A
& BEEE
O ) 2 TR E S &D
FCPRER
RIESR EARE 13.0c8
at o=
iy @) DisEe
pa&ithiit(1P) 10.24.0.2
RS MES 10.24.0.1/32
EE ERES
EERE Bx

LRjhRE V25.8.108
4

> mrmEshi

512 WRERHE

AN Ko ] 2% 3 R M A TR P A (DPD) % UDP i & (KR B 5 24k, K
PN ZEBARNG UDP I B sl 5408 TCP e, MM Bejsl B S B AR E, M58
BRALLRY
513 HEERE

[ 25 BETE RE & SWAN  Rs3i i Sk SR E % SM4 Jr RS, 8
I A A A i = A i 25 R4 . AR T El PR K ChaCha20-Poly1305 52,
SM4 TEAR4 RS - B — e 200, (AT B % Ak R A IS T B Shss
X2 A M B BRI 5
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HEPRIE

BERFSRES

5.2

5.3.1

1) SWAN Manager

A asn-mdb. asn-idb.
WARIT BRI

£ Manager FrfEHLES E3AT sudo docker ps -
sapphire-iam. swan-manager 25 %8 I 1TIRES .
R, ﬁ&ﬁﬂ?ﬁ? FRATHEAT 1] /€ 7

T Cup)

PORTS

0.0.0

2) SWAN Servicenode

AP
Al

7E Servicenode FT7EALZE 34T sudo systemctl status asnsn.service ,
'—14»

F asnsn.service R &5 I TIRE R B IEF
ARARES: il Active: FBHZ 5N active (running).
HRSIREGFLETT, 15 NI RIA 14T

root@servers:/# sudo systemctl status asnsn.service
® asnsn.service - ASN Service Node
Loaded: loaded (/usr/lib/systemd/system/asnsn.service;
Active: active (running) since Sat 2025-08-16 04:44:16
Main PIDT 16817 (asnsn)
Tasks: 19 (limit: 38029)
Memory: 10.6M (peak: 14.5M)
CPU: 26.846s
CGroup: /system.slice/asnsn.service
Lar

S H NI
7] L TE £V o
enabled; preset: enabled)

uTC; 2 days ago

Aug 18 07:00:07
root@servers: /# |

serverS asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:
serverS asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:
server5 asnsn[16817]:

[swan][INFO ][2025-
[swan][INFO ][2025-
[swan][INFO ][2025-

[swan][INFO ][2025-08-
[swan][INFO ][2025-08-
[swan][INFO ][2025-08-1
[swan][INFO ][2025-
[asn][INFO ][2025-08-18T07:00:07Z]:
[swan][INFO ][2025-08-18T07:00:07Z]:
[swan][INFO ][2025-08-18T07:00:07Z]:

R 55 ¥ 1 8 B

-18T07:00:077]:

08-

Run provider for network[114356] success

running service node success

: [snapi]Create service node resource success

: [prepareForoOnline] s.providers: 1,

map[114356:0xc0001c8280]

: [prepareForonline] s.env.networkEnvs: 1, map[114356:0xc0004a4370]

18T07:00:072]:

: [snapi]start service node success

[snapi] start mutex unlock

service swan started

Service node time series statistic start >>>
Service node peer traffic statistic start>>>

3!

Bi B

12760

web it 17 7] i 55 i 1

I SWAN & # it 0T [H AN AE P 58
WX 2% 17 n), IS 75 A S g 1 33
T8 PR LR

12762

Servicenode i

HI+ Manager il
il

R Manager 1 Servicenode 35
TEAM, T O B H, iR
LSEIER
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¥ H fER B
FiT Manager 1 Client i | @15 Manager #iEEAM, I
7926
15 JBON R B 1, B DR IE A
H € RS \ i IS5 K Beond N Al 55 i 1,
‘ Servicenode Iz 55 % FH FH T~ - ‘
i 1, S N DR8P S B IVUR 388 1o 3 2 iy 11
AN ERRE RN
21000-21005 R 55 5 R AL

533 HER4HZE
a) B

1) SWAN Manager

BN IH KA T (G#% & . /swan/manager/log/asn/ ) , #E N J5 # %
log/asn_runtime.log ! log/swan_runtime.log 314

HA ASN HEZLH &

cat ../swan/manager/log/asn/asn_runtime.log

1 H SWAN Hi&E:

cat ../swan/manager/log/asn/swan_runtime.log

2) SWAN Servicenode

HAE ASN HEZLH &
cat /var/log/asn/servicenode/asn_runtime.log
1 H SWAN Hi&E:

cat /var/log/asn/servicenode/swan_runtime.log
b) ZF i

1) Windows H 1%

C:\Users\H ' 4 \AppData\Roaming\Amianetworks\swan\logs\
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2) Linux GUI H &%
/var/log/swanAppClient/

3) Linux CLI H & 1%:
/var/log/swan/

4) Mac OS (AppStore) H &K%

/Users/<H ' 45>/Library/Application Support/com.amianetworks.swan/logs/
5) Mac OS (dmg Z#E ) HEZ:

/Users/<H ' 45>/Library/Application Support/com.amianetworks.swan/logs/
6) Android H £ 4% :

2 H %/Android/data/com.amianetworks.swan/files/logs/
7) i0S HEHAE:

/var/mobile/Containers/Data/Application/<UUID>/Library/Application

Support/logs/
534 ERFEMHEECE

TE#E SWAN R4, TGS —DIEFIK . SWAN REUHEH %
IS K 7 SRBAT RSB MR AR (A, BARF T B UK P 4058 . B AB M8 i AR 2%
B4 1B SRR o

IS 6 T = 10 P 5 S A 10 28 T0U ) B 4 R I B SO o, S I A
T../swan/manager/config/ ¥ 1% . T EFT I swan.conf BLE M, FHiEIHd
#email & ¥ 7 BIAH RS HL

email:
tls: true
host:
email:
username:

password:

port: 587
code_verity_expire: 300
send_rate_limit: se

WER: SO ARG E BRI T G E T SWAN AHSRIK T, fEJR S
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BAZHBAR N ™ B BC BAS SR R Jo i A R MR SC RO 3K B 22 AT 98 5E () SWAN
Mo RTETHERAE !

53 H AL E

5.3.1 @i Servicenode BEAT ML (LH

AR -

Client % i A IEH# 1717 Servicenode W4+ H & WA Huhk, (BykidE
Servicenode 15 i) HARHR I I 45 W Bk, BEAB AT BE 2 1T Servicenode HL#%
KA B AL R DRe s

VTS R

SWAN Servicenode 75 T 5 I 75 15 £ I 84 0. 5% K D1 RE (net.ipv4.ip_forward) ,
Hrpo Rk, | RnItiE, BAARREENT:

(D) IEET AR E (RGN 25 RS B J5 2R 20 -

e JFE4: sudo sysctl -w net.ipvd.ip_forward=1

e TiAWLE: sudosysctl -a| grep net.ipv4.ip_forward

(2) KAENIE (R ARS S E T IRFAERD -
® [T vim /ete/sysctl.conf SC1F, ¥ net.ipv4.ip forward BUHTER IR BN
1
® HUTAT AR E 4% sudo sysctl -p

532 RUMNEXARFEEE SBREMNENE

IR :

#r Servicenode FXIH RN 48 K F B % 5%, 1M Client 27 i JoiZid il
Servicenode 1V IA] HACEE AT AR 55 W Betth bk, 1Bl fE2 1 Servicenode A28 [
77 K 4 T

FRRTT R

TR & I FE Servicenode f iptables ' FORWARD #E BRI\ S, iR o

W 2% 2517 7 https://amianetworks.com.cn 40 7T



SWAN & 32 R F P 4% B 5 #F

it k. &5

® $ sudo iptables -L FORWARD -v -n --line-numbers

Chain FORWARD (policy DROP 9145 packets, 768K bytes) #ER A0 4 i i
R

#5575 policy DROP, N #FM&&y ACCEPT, Ailit L Fév A&k il
% sudo AR -
® sudo iptables -P FORWARD ACCEPT # ¥ FORWARD #% BRI\ S B& 2N
VR
i 5 BT 4T iptables -L FORWARD #EAT4UE, #iiAfiHEH policy 2N
ACCEPT.

533 KPREFEG

a) EAF

I P A SIS, TR SWAN Manager 8 01 . BB GBSk Web &
Muifs, #EN LA - FHAY i, R EEDgE T A HEE R,

ﬁﬁ}j . F:0 e B 3P/ 2/21
[ a | #EHE

AP& AP4A HEIRE W/ LR MFASEHIHREE K& BE

013 staff 0/1 ° XiF f EEES
014 staff 0/1 o X £ X
015 staff 0/1 o % i 2 @ X
016 staff 0/1 o XA 2 @ X
017 staff 0/1 o %A ; 2 @ X
018 staff 0/1 o % ; 2 @ X
019 staff 0/1 o X ; 2 @ X
0110 staff 0/1 o XA i 2 @ X
0111 staff 01 o %7 2 @ X

s P IR
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B

© W

b) EHER

|

A EUSE B G E R, S SR Ry Rl B Al
FE MR E i J EEB Ve B o WOR W L 2 A A B VR s 2 [, 3 K
RBAT, BATR B SE e A .
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