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1 rmy £ IS4 2 rmy_JF£ftE 3 rmy_JFSAIZRAE
4 rmy_£HKIEPERE 5 rmy_@HRIEBEE
> sggroup obfs-all; #ig; singaporeONLY 2 X
> newnetgroup xyytest; gmsmd-part; all-net-no-obfs; obfs-part; wgpart; gmsmé-all Z X
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+ it 8 9518
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0099 staff 03 ] 2@ X
> googletest staff 15 o % 2@ X
> appletest staff 1/5 . % 2 @ X
> rmyl2s. staff 33 o 23 @ 2@ X
> guodong staff 110 o %[ 2@ X
> Itg staff 1/10 | 2@ X
> mha staff 2/10 - FE 2@ X
> mfal staff 2/10 . FE 2@ X
> testmfa staff 3/20 . FR 2@ X
> miaxyy staff 212 .« FB 2@ X
> e staff 13 - FB 2@ X

01120%/85129% < 1 2 3 4 5(6)7 > 20%/m
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TR T 2B 1T R G b P E SR E R - PR AIRES(E B, BAA
P 4 DOV RAAR TR 5 St REP TR P 28 i P 2 TR e LR R B4R
U RGUNIZ T BE I AT E 283w 1 o6 1Y) e R 50 R Al RIVAC B X 90 5 28 9 L=
PR ZIK 75 O 8 FH 22 B3R B 3 30 uE CMFAD S 1 A 56 T B LAKE 5 ik 7 22 4 17k,
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swanadmin &
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]

| :: 1ok APd HEie&EN/ LR MFASREIR S k] HRE |
0093 staff 03 . %A ¥ 2 @ X
> googletest staff 1/5 . % 2@ X
> appletest staff 1/5 . XiA) 2@ X
> rmyls., staff 33 o % 2 @ X
> guodong staff 110 LEL 2@ X
> g staff 1/10 o %A@ 2@ X
> mfa staff 2/10 - AR 2@ X
> mfal staff 2/10 - AR 2@ X
> testmfa staff 3/20 . AR 2@ X
> mfaxyy staff 212 . AR 2@ X
> o staff 13 . FE 2@ X

#101-120%/83129% < 1 2 3 4 S\EIT > 20%/m
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DESKTOP-231U108 BB11F312-ESEC-4D61-84C9-2C55A2860D53 (] Windows 10 Pro22H2 h 2
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XA AL T AR E BERAR, B OR 7 P R =l A i) By
5 I 245 B

® ERHEIL: Nl E R G AR BEEE I B ME— ) —
AP, S 7 PR RS AT 22 A4S P 4E T T R 51 R I 2 SRR v 5%
BRAL .

4) HpRA

® L E U T TR S S B e oK R P B E Dyt i e
B PR IR B E IR P, RGP R H R Ik
PR R . X — DhRE B R A I L 553 R R, e I
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EEANHP, BEARIESE SR 5P &R, B HREZH P88
5E B2 I ok W B R 0, SE R

® IEHN: ARCELEY, RGEWE T WITRIL AR, RIFTECE K
2 i 0 78 BN Y 7 R BT R RE R B T i PR A e KL s SWAN S Hr il
Manager FT{E B % IEC & SCAF (../swan/manager/config/swan.conf) , 5E(%
# device_limit_min ER X E 2 REVARK LS &€ HE, SHBRUETEES
Manager i % :

application:
device_limit_min: 1
admin ess_token_expire: 60

admin_refresh_token_expire: 1440
client_access_token_expire: 1440
client_refresh_token_expire: 43206
snode_port_change_time: 12@

6) MFA 5 il 256

o MEUH.: BHZEES, REKHEEEEHFEMHZHERIME
(MFA) Tjfg. X1 R40E MFA AP, HNUCERRT, Rauesmibls] 5
e/ MFA 4BEiRe, XAESRE MG, P J7 Al IE# A SWAN % /'3,
LALBRA R G 8 22 B3

® LEHI: PSS @ T B MFA SR ARG ThRE S, AN 1%
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> testSN cd38cd6d-b 182.92.66.163 gmsmd-all; obfs-all; obfs-part... e @
> rmy54-s1-switchl 3a6203%-c 172.17.17.54 rmy£fHESMA; rmy_SCIRE... e M Z X
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VRN H SEHR &R 7 RS FAFEA SR RS540
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swanadmin B

ELjE F &7 O BE #RE KE A
BRg: BRER: 23 EfFRE: 23
RS 1Pk REER: 238

wamm: 5 =

REREI 7,410 FHEXRER [
| RECRP iR FFRE Bt REER HERE |
> wangrong {B4EFCTF3-CA..... 4A141CT8062} FREHEN Wangrong access service success [ E% ] 2025-07-30 17:16:01
> swanadmin 2690b0b2-f33d......-95afdT17d357 TREE swanadmin start service success @ 2025-07-30 17:15:56
> wangrong {B64EFCTF3-CA.....4A141CT8062} RSN wangrong break service failed 2025-07-30 17:15:32
> swanadmin 2690b0b2-133d......-95afd717d357 HEER swanadmin stop service success @ 2025-07-30 17:15:19
> swanadmin 2690b0b2-f33d......-95afdT17d357  AEEEM swanadmin verify account succ... [ ) 2025-07-30 17:15:11
> wangrong {64EFCTF3-CA.....4A141CT8062} BRSHEN Wangrong access service success @ 2025-07-30 17:15:00
> wangrong {64EFCTF3-CA......4A141CT8062} AR wangrong verify account success @ 2025-07-30 17:14:55
> wangrong FE338D31-ES8F......6EAB540AD3D2 RSN Wangrong access service success @ 2025-07-30 17:08:26
> wangrong FE338D31-E8F......6EAB540AD3D2 IAIEER wangrong verify account success @ 2025-07-30 17:08:20

BTH0L-TAOF/BILTH0E < 1 367 368 369 370 20 %/m BE m

WP R AR B &G, nf DURJTEONTRAI H G S, G 88, # ik
MR BRAEATR. BRIEER. WARTERA 1P Mk 355 2

swanadmin B

AR : B &7 C 25 #iRE KE A
BRa: BREE: 2% EfFRE: | 23
R IPHBiLE: REEER: 2%

siaEm: i—R [ 2 ]

FEHE 7,410 FAXER (4
XBAF BEIFIRE BFRR TR %R 1R & BdiE)
v wangrong {64EFCTF3-CA......4A141CT8062} RERN Wangrong access service success @ 2025-07-3017:16:01
AR HEmP S RIEF T access 2]
bringing client node <{64EFC7F3-CAB3-4EFT-8877-D4A141C78062]> online for user wangrong
thik: 1021.0.2
> swanadmin 269000b2-133.....-95afdT17d35T  FHEE swanadmin start service success  @E) 2025-07-30 17:15:56
> wangrong {64EFCTF3-CA.....4A141C78062} BRSEA wangrong break service failed 2025-07-30 17:15:32
> swanadmin 269000b2-133d.....-95afdT17d35T ~ TIAEE swanadmin stop service success [ ] 2025-07-30 17:15:19
> swanadmin 2690b0b2-133d.....-95afd 717d35T  IAIEE swanadmin verify accountsuce...  EED 2025-07-30 17:15:11
> wangrong {B4EFCTF3-CA..... 4A141CT8062} BREHEA wangrong access service success (@) 2025-07-30 17:15:00
S —
HTA0LTA0H/BHTA0E < 1 367 368 369 370 WHEA | KE m

e ST A EEAS DCR BB 2 5 H S T AR AR ORI, H P R R
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ER B ®F C =5 |#RE |y R
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IR IPSsE: RISH: 28
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FITHE] 7,413 RIAXLER (&4
XERAF TRPFHEEL BFRE BfFHEE RE%ER 1REEE

> swanadmin 2690b0b2-f33d......-95afd717d357 TREE swanadmin start service failed 2025-07-30 17:16:21 .

> wangrong {64EFCTF3-CA......4A141CT8062} MRERN wangrong break service failed 2025-07-3017:16:18

> swanadmin 2690b0b2-f33d......-95afd717d357 FRER swanadmin stop service success [ ] 2025-07-30 17:16:07

> wangrong {BAEFCTF3-CA......4A141CT8062} BRERA Wangrong access service success Ga 2025-07-30 17:16:01

> swanadmin 2690b0b2-f33d......-95afd717d357 TRER swanadmin start service success Ga 2025-07-30 17:15:56

> wangrong {BAEFCTF3-CA.....4A141CT8062} BREEA wangrong break service failed 2025-07-30 17:15:32

> swanadmin 2690b0b2-f33d......-95afd717d357 TEEE swanadmin stop service success Ga 2025-07-30 17:15:19

> swanadmin 2690b0b2-f33d......-95afd717d357 AR swanadmin verify account succ... @ 2025-07-30 17:15:11

> wangrong {B4EFCTF3-CA......4A141CT8062} BRERA Wangrong access service success @ 2025-07-3017:15:00 o
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swanadmin B
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mprg: BENEIE  RANERR Bx Ry 28
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Q
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swanadmin &
s | ] B85 G 3E BEE KWE A
BRa: Elae-rid EHEREEIR EEEL: 25
RS Mg | £
Q
" [ < |
ShortTermUserEvents
RegularUserEvents
AEHE SenviceAdminEvents (&4
NetworkAdminEvents
H . TR TR RRFR & BTiE
SeniceAccessEvents
> v ConfigManagementEvents BRSEA wangrong break service failed 2025-07-30 17:16:18
> g ServiceManagementévents HEEE swanadmin stop servicesuccess  (@E) 2025-07-30 17:16:07
UserManagementEvents
> v BBEEA wangrong access service success (@) 2025-07-30 17:16:01
> swanadmin 2690b0b2-f33d.....-95afdT17d357  WAEE swanadmin start service success (@) 2025-07-30 17:15:56
> wangrong {64EFCTF3-CA.....4A141CT8062} RSN wangrong break service failed 2025-07-3017:15:32
> swanadmin 2690b0b2-133d.....-95afdT17d357 TR swanadmin stop service success D 2025-07-30 17:15:19
> swanadmin 2690b0b2-133d.....-95afdT17d357  IATEEAR swanadmin verify accountsuce.. @& 2025-07-30 17:15:11
> wangrong {B4EFCTF3-CA......4A141CT8062} BREEA Wangrong access service success [ == ] 2025-07-30 17:15:00
> wangrong {64EFCTF3-CA.....4A141CT8062} SASERER wangrong verify account success (@) 2025-07-30 17:14:55
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1) SWAN Manager

7£ Manager FT{EHL#% 34T sudo docker ps -a
sapphire-iam. swan-manager s 12 7R .
T NI R PRATTEAT 0] R E 7

M J;ll_‘\’

A asn-mdb. asn-idb.
SARAE T IR 1217 (up)

L
SR T

2) SWAN Servicenode

7E Servicenode FT{EAL# 34T sudo systemctl status asnsn.service iy

F asnsn.service IR 55 HIBITIRES 2 H IEH .

é\

, B

REIRES: il A+ Active: B2 7N active (running).

HIRGPIRESHAESR

root@server5: /# sudo systemctl status asnsn.service
sn.service - ASN Service Node
d: loaded (/usr/lib/systemd/system/asnsn.service; enabled; preset: enabled)
Active: active (running) since Sat 2025-08-16 04:44:16 UTC; 2 days ago
Main PIDT 16817 (asnsny

7

: [swan][INFO ][202!

n][INFO ][2025-
n][INFO ][2025-
n][INFO ][2025-
n]
n]

: [prej
: [snapi
: [snapi] s
7Z]: service swan
]: service nede time series statistic start »>>
T07:00:07Z]: Service node peer traffic statistic start>>>

[InFO ][20
[INFO ][20
[swan][INFO ][20
asn][INFO ][2025
[swan][INFO ][2e.

servers asnsn[16817]: [swan][INFO ][2025-

53.2 ARSI ULEH
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r for network[114356] success
running service node success
e service node resource
online] s.providers:

ine] s.env.netw

service node success
t mutex unlock
started
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1) SWAN Manager

A ERIE ®KE T (#% 2. /swan/manager/log/asn/ ) , #E N J5 4% 3
log/asn_runtime.log 1 log/swan_runtime.log 314,

BFE ASN HESRH &

cat ../swan/manager/log/asn/asn_runtime.log

A H SWAN Hi&:

cat ../swan/manager/log/asn/swan_runtime.log

2) SWAN Servicenode

HH ASNHERH &
cat /var/log/asn/servicenode/asn_runtime.log
#H SWAN H &

cat /var/log/asn/servicenode/swan_runtime.log
b) E/U

1) Windows H & 4%

C:\Users\H J' 4 \AppData\Roaming\Amianetworks\swan\logs\

B % {5 EE 17 I https://amianetworks.com.cn % 38 I



SWAN ‘& 32 5 i P 4% JA 5t

2) Linux GUI H &4
/var/log/swanAppClient/

3) Linux CLI H & 4%:
/var/log/swan/

4) Mac OS (AppStore) HE&EH4#E:

/Users/<H J 44>/Library/Application Support/com.amianetworks.swan/logs/
5) Mac OS (dmg Z#E /) HERKZ:

/Users/<H J* 44>/Library/Application Support/com.amianetworks.swan/logs/
6) Android H & %1%

2 H 5%/Android/data/com.amianetworks.swan/files/logs/
7) i0S HE AL

/var/mobile/Containers/Data/Application/<UUID>/Library/Application
Support/logs/
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FEFE SWAN RGUZHT, e —PMHSAEIK . SWAN REGURAEH %
ISR U S R HAT BB BB R, BARH T8 2 2K g0 5E | SR B DL L
EEs IR 2=

HIS AF K 1 PRI B A S A7 A T P T BR AR N IO C B, 1ol
T ../swan/manager/config/ ¥ 1% . 7 ZAT T swan.conf BCECHF, FFESHF
#email AC B 7r AR S AL

code_verity expire: 300
send_rate_limit: se
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5.3.1 & Servicenode HEAT /L H

B R A -

Client % /'3 A IE# Ui 7] Servicenode %t H & (IATA Mk, (HE KB
Servicenode Vi) FLACFRE A AR SS W B bk, BB AT BEE BT Servicenode A1 %%
A A B G K T RE T3

FRRTT R

SWAN Servicenode 75 T 3 BT 75 15 £ IR £0.5% K DI RE (net.ipv4.ip_forward) ,
Hr 0 ok, 1 RodtE, BARREINEMT:

(D I AEMACE (RGNS IRS H SR RRO -

e JFif4: sudo sysctl -w net.ipv4.ip_forward=1

e TiAMLHE: sudosysctl -a| grep net.ipv4.ip_forward

(2) RAEKMACE RGN LIRS )8 S TR FFERD -
® &4 vim Jete/sysctl.conf 1, 4 netipv4.ip_forward HUH R E AN
1
® HATMmAHELEER: sudo sysctl p
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® §$ sudo iptables -L FORWARD -v -n --line-numbers
Chain FORWARD (policy DROP 9145 packets, 768K bytes) #EZRI\JH 44 i 45 #4
K

47 %7 policy DROP, N F & ACCEPT, mli@d LA Fard &k CEH 7
% sudo BLFR) -
® sudo iptables -P FORWARD ACCEPT # £f FORWARD #ER I\ & 5N
SV
B S5 B Iz 4T iptables -L FORWARD HEATIGAE, #filHiHH policy Z8H
ACCEPT.
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019 staff 0/1 . %4 i 2 @ X
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