SWANZRiFEU R NHAEZBEF
1. SWANRIR R
1.1 FFEEE

SWANX FHdockerifB4Ri%, BAERIFIFELRZEdocker,

e docker: 27.1.1+

docker ZETHE, ERFMIEEZRIVEEMRE registry.amiasys.com, KSE amia , FiE2
2022@Amiasys o

1.2 FAR=F
1.2.1 ZRiIFSWANBRSS

make build-first

AE | RRIFRIEIRT docker ZEHITINE permission denied , BIHIT FFF I, FAIMUERE sudo
make build-first #{T%iF.

# ¥i8docker P4
sudo groupadd docker

# FHFIAFAMEldocker P4
sudo gpasswd -a $(whoami) docker

# PITHRERERHEERE T

newgrp docker

N G444k T8 ERROR: open /home/asn/.docker/buildx/current: permission denied , #1T sudo
chown -R $(whoami) ~/.docker BIR] 9Bl EARIMNIER,

1.2.2 45ESWAN-ManagerE{&
1. &M HE docker/ BRF swan-manager.dockefile , EHKHiAY registry.amiasys.com/asnc kR4
2. 1IN E Makefile XX 555647 SWAN_MANAGER_VERSION T2, HEHIFHISWANARA,

3. EHERETHIT

make swan-manager

MNRIRINTAREEIR, BJH1T sudo docker pull registry.amiasys.com/asnc:v25.0.22 e FEEIR,
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5 S make swan-manager
[+] Building 4.7s (2/2) FINISHED docker:default

# Copyright 2025 Amiasys Corporation andfor its affiliates. All rights reserved.

>>> FROM registry.amiasys.com/asnc:v25.0.22
WORKDIR /asn

ERROR: failed to solve: registry.amiasys.com/asnc:v25.0.22: failed to resolve source metadata for registry.amiasys.comfasnc:v25.0.22
: unexpected status from HEAD request to https://registry.amiasys.com/v2/asnc/manifests/v25.0.22: 481 Unauthorized
make: *** [Makefile:58: swan-manager] Error 1

1.2.3 4Ri¥SWAN-Service node &
1. {EZUIME docker/ B RF swan-servicenode.dockerfile , BHKHIA registry.amiasys.com/asnsn iR,

2. 1EXIE Makefile X4 55561T SWAN_MANAGER_VERSION L&, MERIFAISWANRRA, (aiManager &
Servicenode fRASERG—, 4RiF Manager BHEZLE T, IHEAAIUARBEZNRT

3. EIEHERRTRHT
make swan-servicenode

tl@managerZELUkss, RITRERAERER,

1.3 EHRERR

1. 203 SWAN Manager RYEI— MR config XKLL, HEIER swan-manager .yml IARZ L, HE
Manager SAD{TEEHT, BREEMRERR, BHALMT !

o TH 47.93.161.66 V28

e i# AZ| /home/nginx/download/swan/manager/config X4, #HBIFTNAY config XEHITEH

o #AZF| /home/nginx/download/swan/manager X3, HEIXFAY swan-manager.yml #H{TEH

i

e #HAZF| /home/nginx/download/swan/manager X&3%, IIRZEHMMGHITLE mngcli , REHFIRES, Nk
B MARAB R, Bt mngeli BIA], MRZBHDITIEMRAHSR, WEIEBMMAMRANXGX (f0v2s.0.0), A
BN mnge1i TERA S FENE]

2. H08 swAN Server BYfER— MK config XIEFEREZTIL, HEBBEM swan-servicenode.yml BIAZL, 15K
NEHLZEZR. EFARUOT :

o T 47.93.161.66 1128
o # AZ /home/nginx/download/swan/servicenode/config 343, HEIFNM config X HITEH

e #HAZ| /home/nginx/download/swan/servicenode X3, E|XJNAY swan-servicenode.yml H{TEFT

2. SWAN ManagerZZEiiE

SWAN Managerhiz :
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v25.0.0

v25.0.1

v25.0.2

v25.0.4

v25.0.5

v25.0.6

v25.0.7

v25.0.8

v25.0.9

$HD

414ba11e5276

6730dc9a4fb9

cf7c4a258eb3

bcec2b028bb5

8a8950d39c67

720d63b95b1a

329c34acab19

1d05ba550925

23277868d58b

BRERE

- EBIMKERE

- EERIMLRAERE
-TREE

- BFRER

- AFAEE

- BEEITINEE

- TRRESRITINEE

- L1LARS
-BETREE. MEAEEDbUg
- IEZRET B tokentRIGTHEE | asn.conf BEEEXEHTIE token_secret FEX

- configXX &SR : BPRDNSECE, @idgRPCHEOKIN ; #ilicensefRS3 AR
HistFoE

- IO EIMLEBTECBDNSIIAE, DNSIIEEZHFECBAMDNSARSS 28, M
FEFTAME

- Fi8licenselREZ XX EINAE, IAinlLicensefRSZIREVFAIIEBHF TR

BRI R EHRREIManagertIEZE X 4 swan.conf

- 1£ & MDURIRAN R

- 188 AP 7 TUsEiRIA) R
- Fi—influxdbBiEES (HEHEITRIERER)

-8 AR BEhRHEmanagerfll{h ER7EL
- B8 TR RNTELRR A EMBUE R
- BIw{E 8 & TR

- RETEHERRME, BEREITTIESEEIRER, MEREHMHZFbug
BE, FRIARSE
- B imFlWebManagerX 53 R E#tokenBE X4 HR

-EE AFSIRBITREET

- M5 | S RIEFBINdnsMdomainsEZ &

- B & REN AR

- {& & servicenodeRZSIE) A

- {& & webmanager L AP REHIEITE R HERR-
- BItHIE S T & R

- B8 AR B RIEEMRIESBURBITEZBEINSEREN R

- & & webmanager_E AP REIEITE R AR

-managerEEfg, network{WABRREEA BT (#1298)

- client L £BY, I8 AEnetworkFservicenodeF/&@ * % (#1239)

-5| SRR AMER LR, EEHEFINEN, TaREMEEFNIARE



v25.0.10

v25.0.11

v25.0.12

v25.0.13

v25.0.14

v25.0.15

v25.0.16

v25.0.17

$HD

ad80378fcael

fb093023cff4

efe81fded16d

85397aeacha8

1246514823b6

b9a2d5051d90

804c91935b86

89108296cec9

BRERE

- (&S ER R P BRI BR R P iR & BY IR R

- &k ia)@#1315 #1316

- TREBATARES+HER AR, ARPHRRETREEEES+HTRERRME
¢

- fibwebimEE AP RE

- Yt L IERS R IR R R &R

- ARFIREITREERAREESFIHER

- AP REEFIHEREFRETHT, BENMBAFETHE
-8 8 BEHIHIREIR

-8 #1344

-EERIBREF Eﬂ‘iﬁﬂﬂﬂﬁ%ﬁﬁ)*"l‘)\ﬂ’]%ﬁ%fﬂ%ﬂ
- B8 HERasnsn.servicelG B P mERR SR EER #1353
- token KRBIRRMENR, TREAETITEEooltip 2R

- filbwebiR HE R0

- BRPIg&TIRIBMELSIRS

-BMEFIHOBED, BREFIHEAFPTISSEEEEL

- {tftldapIREXN B F 5 RiZ1E

- B EBE—aIEERARRENBUERE ZREE, BRI manager 21N ARS
TRRERE (#1387)

- BPISETIRERERITE

- AP REEFRIFRREMNL

- RERNGRTX BBIE 4N T

- BOERBINREE

- REHIEAN.OBkapi ; 1€ 8 QAP AR # 1363 ; 1ERbpsB AL E 8 ZMEE
W Eservicenode AL & § mfaE Rtokenk K nl7L; (L{L BB F Ak

- webIHEIIOBE ; FRXIGEWNT ; BESRHE R RMICEIBR0MER ;
BREREEREKIEEEMIE

- RALDBAE], IEREBEIRENELERS

-1 & AP IRGIHRZSIEIR #1425

- Lt BE B OperationResult{E 50K

- fibmfaE RiBE

- EREBESEAEIRBEREREE, $ERERE, BRREERFHN
in] @ (#1407)

-EERSTRER, BFPIHMATFconnectiRE, FoiE TR

- T RbpsBAIERR/sFH B byZI EEEIRR
- TR EE AR

-BER—TREERE, EEEREIR#1432)
- B IPHEEREEHRNMERE#1427)
EFIRRIERS T RS EOFIBIRS T = L &R [aR[E](#1355)



hREs HFRD RERA

- LR EREZELE, F—REAFRBENE REEN, B—REEN
RS TARSEBARE

- BINEFihRE BEIT

- BMNEFIRARSETFREITEE (#1433)

v25.0.18 9d7dfe9fe8b6

v25.0.19 426cf352650f - RRHERE, NEFEZREERE

- & § FRIclientD BEoiE A B — M8 #% 53 Fc R4 Rlip

v25.0.20 910988422727
-RETRARAAZE, IR SEE P iR ER

- E@msEIRHservicenodeid REITAE

25.0.21 40bb4428f41 NUT RN . — g
v @ RS REIEAM SR A login U HEHHR S A

- UL Eo BEIERIEG
v25.0.22 782e764a7819 - LB | BFREFITREAITERER SER TS EA
- BERSE MsystemF ERFRINMEN IR B~

v25.0.23 38797cb5ca5a -EERNERRRETERE ERF

- HERSEGHAPIRESYSTEMEIBE TR

25.0.24 78fd19229¢17
V230 ST s RIS S RERS PR

2.1 &I

1. IBTELESWAN ManagerfIn18s LIRAIESEF docker 3R, FH{&2K /etc/docker/daemon. json X (MIRAE
£, BEFoHelE), BMUTRS :

{
"insecure-registries": ["182.92.162.123:18080"]

}

2. docker BEFEMG, 7E Manager fRE 3 EER2NMILE HIEE,

(1) BRI BEE 182.92.162.123:18080 , IKS admin , FH Harbor12345,

(2) BRE registry.amiasys.com , WKSE amia , FHI3E 2022@Amiasys o

3. AT BRRBIMRIBERN, docker BHDENFMWESBENBEFIAE, BiRAISIE— N BIEME

swan_network o

docker network create --driver bridge --subnet <Fiit> --gateway <FMMX> swan_network

# 40 : docker network create --driver bridge --subnet 172.25.0.0/16 --gateway 172.25.0.1
swan_network


af://n4826

2.2 BESRE

1. ERSHFLFEZEER

mkdir -p swan/manager
2. BARLZEBR, HAE manager fit&

cd swan/manager

# S hIEconfigX {3k
wget -r -np -nH --cut-dirs=2 -R index.html.tmp -R index.html http://pkg-
d.amianetworks.com.cn:19067/swan/manager/config/

# R 1ThIZswan-manager . ym13 {4t
wget http://pkg-d.amianetworks.com.cn:19067/swan/manager/swan-manager.yml

3. IFRIEEEMN L EABEIFRE XML networkl-topology.json (UIHIFIREIERIN) o

4. & swan-manager.yml , $%f sapphire-iam # swan-manager.yml BYSEIRRAS

# Copyright 2024 Amiasys Corporation and/or its affiliates. All rights reserved.

services:
asn-mdb:
container_name: asn-mdb
image: 182.92.162.123:18080/swan/mongo:7.0
restart: always # auto restart the container if it fails

ulimits:
nofile: 100000
environment:

MONGO_INITDB_ROOT_USERNAME: amia # db root username,
MONGO_INITDB_ROOT_PASSWORD: 2022 # db root user password
ports:
"27017:27017" # port forwarding (localPort:containerPort)
volumes:
- mongodb_data:/data/db # data volumes, (localDirectory:containerDirectory)
- /etc/localtime:/etc/localtime
command: --bind_ip_all --auth
networks:
- swan_network
asn-idb:
image: 182.92.162.123:18080/swan/influxdb:1.11.8
container_name: asn-idb
ports:
''8086:8086"
volumes:
- influxdb_data:/var/lib/influxdb
- /etc/localtime:/etc/localtime
environment:
INFLUXDB_DB: asn
INFLUXDB_ADMIN_USER: amia
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INFLUXDB_ADMIN_PASSWORD: 2022
INFLUXDB_USER: amia
INFLUXDB_USER_PASSWORD: 2022
networks:
- swan_network
sapphire-iam:
image: registry.amiasys.com/sapphire.iam:v25.0.11 # modify images version when it
updated
container_name: sapphire-iam
privileged: true
restart: always
ports:
"17930:17930"
"17931:17931"
volumes:
- ldap_slap:/etc/ldap/slapd.d/
- ldap_data:/var/lib/ldap/
- ./config/:/usr/local/sapphire/
- /etc/localtime:/etc/localtime
networks:
- swan_network
swan-manager :
image: 182.92.162.123:18080/swan/swan-manager:v25.0.23 # modify images version when it
updated
container_name: swan-manager
restart: always # auto restart the container if it fails
network_mode: host
depends_on:
"asn-mdb"
"asn-idb"
- "sapphire-iam"
volumes:
- ./config/:/etc/asnc/config/ # config file
- ./log/:/var/log/asnc/ # log files
- ./cert/:/etc/asnc/cert/
- /etc/localtime:/etc/localtime

volumes:
mongodb_data:
driver: local
influxdb_data:
driver: local
ldap_slap:
driver: local
ldap_data:
driver: local

networks:

swan_network:
external: true

5. #H AR manager/config X%, EXEE X4



o {2 asn.conf XM, EFREBHABTUNT :

# Copyright 2025 Amiasys Corporation and/or its affiliates. All rights reserved.

log:
prefix: "asn"
demo: true
api_log:
filename: "api.log"
level: "info"
runtime_log:
filename: "runtime. log"
level: "info"
entity_log:
filename: "entity.log"
level: "info"
perf_log:
filename: "perf.log"
level: "info"
db:
mongodb:
host: [dockerOQEiaA|ithit]
port: 27017
database_name: asn
username: amia
password: 2022
influxdbvi:
host: [docker@syA#litiit]
port: 8086
database_name: asn
username: amia
password: 2022
iam:
provider: sapphire # local/sapphire
host: localhost # ignore if using local
port: 17930 # ignore if using local
tls: false # ignore if using local
ca_cert: /etc/asnc/cert/ca-cert # ignore if using local or not using TLS
cert_pem: /etc/asnc/cert/cert-pem # ignore if using local or not using TLS
key_pem: /etc/asnc/cert/key-pem # ignore if using local or not using TLS
grpc:
port: 50051
restful:
port: 58080
network:
id: networkl # network name
topo_file: /etc/asnc/config/networkl-topology.json # network topology description
file path
token_secret: wjEEOND1XOvtwG18yqt+JIxEtb1JIn08raxX0g+TUIbJzA=
servicenode:
keepalive: 3 # service node heartbeat rate, n second / heartbeat

service:



swan:
auto_start: false
version:
min: v25.0.0
max: v25.0.100
db:
mongodb:
host: [docker@siA#litiit]
port: 27017
database_name: swan
username: amia
password: 2022
influxdbvil:
host: [docker@siA#litiit]
port: 8086
database_name: swan
username: amia
password: 2022

5. 25/ SWAN Manager &za

cd swan/manager
docker compose -f swan-manager.yml up -d

6. BESWAN ManagerB2Ha TS

docker ps -1

g0 STATUS BRIE Up KT, BRRLZERBAREITHIRHE,

7. SWAN Manager #{TE#FHE, EMIFREFRM swan-manager B2, AGERBBBFIRAMNRREFSKE, EE
BEFE, ITE docker rm MIFRAMMERMBEGRENT), BEFHEHBH

# 1. MBREFRA swan-manager B85
docker compose -f swan-manager.yml down

# 2.{&%swan-manager.ymlXf, Ffswan-manager BB IRRAIER N BB R EMRRA

# 3. ENRERR

docker compose -f swan-manager.yml up -d

8. EHIFHSWAN Manager

(1) IXENEHA=R, REOLEIE, BERA=RE07

docker stop swan-manager
docker compose -f swan-manager.yml down

(2) dsiEs, NMREHELEE



docker stop swan-manager

docker compose -f swan-manager.yml down

# MFREIES

docker volume rm manager_influxdb_data manager_ldap_data manager_ldap_slap
# MiFRZ R B RN ZEHIE

sudo rm -rf swan/manager

2.3 SWAN Manager WebEBE &

N E2FIH8) http://<ip>:58080/service/swan , ZIR5|SFEFHITOCE, IGILEMES © 4avMywcosswus (—X4E
A, BRE1TA)

§ 1BERESWAN Manager

o 2

BRERRAKS SRR IR

© swanadmin

2.4 SWAN Managerf@91T
2.4.1 RTRE

wget http://pkg-d.amianetworks.com.cn:19067/swan/manager/v25.0.1/mngcli
chmod +x mngcli

sudo mv mngcli /usr/bin/

2.4.2 REAM

# tlEManager BERKS
mngcli admin create -u <K5%> -p <EE> -a 0 -e <HPFEHIE> -f true
# example: mngcli admin create -u swanadmin -p admin@1234 -a 0 -e xxx@qq.com -f true

# BFEManagerBERAKS
mngcli login -u <WSH> -p <FHL>
# example: mngcli login -u swanadmin -p admin@1234


af://n4860
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# IR LIML
mngcli network create -n <EMEEIT> -s <EIMKNKIEMER>
# example: mngcli network create -n newnet -s 1.2.3.0/24

# BECEMNEMSE

mngcli network 1list

# BIEELIMESA
mngcli network-group create -g <EHIMEZHLI> -n <MAMEZHENIEBMLLID>
# example: mngcli network-group create -g newnetgroup -n 181580

# BERLIMEA
mngcli network-group list

# BIEESWANTI &

mngcli service-node create --name <TREM> --address <TmMUIAREMIAES --port-start <TRiAEERA
EILFR> --port-end <THRIFRIGOGIAR> --joined-network <EMNARIELIMLEID>

# example: mngcli service-node create --name servicenode --address 172.17.17.171 --port-
start 21000 --port-end 22000 --joined-network 199709

# BEOIERNSWANT =
mngcli service-node list

# EZRSWANTIS
mngcli service-node toggle -t on -c <TmEERS>
# example: mngcli service-node toggle -t on -c LXrmGB

# TLESWANTI =
mngcli service-node toggle -t off -c <TRECEE>
# example: mngcli service-node toggle -t off -c LXrmGB

# CIERF
mngcli user create -u <AP%> -p <AFPERE>
# example: mngcli user create -u rose -p P@sswOrd

# BERF

mngcli user list

# CIERFA
mngcli user-group create -g <AFPHELT> -u <MABPENBARSTF> -n <MABFPANNELAID>
# example: mngcli user-group create -g roseuser -u rose -n 156581

# BEERAPA

mngcli user-group list
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3. SWAN ServerZiE#iig
3.1 EHZME (HEF)

|77 md5sum ASNAEZE

v25.0.1 Oefef7bbaa8d985aa4bd61f790d7aa3d v25.0.21

v25.0.3 6cb3ae5d9082f3f9e533314cabebf22d v25.0.21

v25.0.4 8a2609ec4d9459hf8e302c270ce50772 v25.0.21

v25.0.5 92941549227e5944acb3fdb6bfdf67bc v25.0.22

v25.0.6 17f7445ab0bea430be47bd253a340d33 v25.0.22
3.2.1 RESR

1. SIBLEBR
mkdir -p swan/servicenode

2. TZSWAN Servicenode debZ23tal

cd swan/servicenode
wget http://pkg-d.amianetworks.com.cn:19067/swan/servicenode/asnsn_25.0.22_amd64.deb

3. MITRESRD
sudo dpkg -i asnsn_25.0.22_amd64.deb

4. sEAlfE, THEBEXMF

cd /etc/asnsn/config

# dpkgZikdebhy, REIERTFHREZIANasn. confXt, EINMRE, EFH TEHasn.conf, FMwget BIXHERIN
asn.conf. 1N MEBEELERT

sudo wget http://pkg-d.amianetworks.com.cn:19067/swan/servicenode/config/asn.conf

sudo wget http://pkg-d.amianetworks.com.cn:19067/swan/servicenode/config/swan.conf

cd /etc/asnsn/service

sudo wget http://pkg-d.amianetworks.com.cn:19067/swan/servicenode/v25.0.6/swan.so
5. ERECEX M

cd /etc/asnsn/config
sudo vim asn.conf

# asn.conf
controller:
ip: localhost #[Manager IP3iit]
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port: 50051
retry_interval: 5
general:
cli_port: 50052
id:
mode: cluster
network_capacity: 1024
network_path: networkl.node2.switchl # TimfEnetworkil-topology.jsonfEXHAIE
node_name: switchl
type: server
log:
api_log:
filename: api.log
level: info
entity_log:
filename: entity. log
level: info
perf_log:
filename: perf.log
level: info
prefix: asn
runtime_log:
filename: runtime.log
level: info

netif:
control: eno2 # [ ANIZEHIER £ ]
data: eno2 # [ AN BEEE R E ]
management: eno2  #[AHEEEME]
service:

config_timeout: 20
tsdb:
ip: localhost #[Manager IP3hiit]
name: asn-dev
password: 2022
port: 8086
type: influxdbvil
username: amia

# EER D yamlX4H E S ENEXL NS S HiERE — D ZEE |
sudo vim swan.conf

# swan.conf
# Copyright 2025 Amiasys Corporation and/or its affiliates. All rights reserved.

# Activation code of a service node.
# Allocated when a service node is created by swan manager.
activationCode: #[HManagertl/iEZmservicenodedFAYEIERS]

# The actual physical address of the service node is used to set up a data tunnel with other
service nodes.
privateAddress: #[FFHMEMServicenodelZiIfRERIP]



5. E/E asnsn.service

sudo systemctl start asnsn.service

sudo systemctl status asnsn.service
7. BEEAE

# EifJlasnsnBE
tail -f /var/log/asnsn/asn_runtime. log

# EifswanHE

tail -f /var/log/asnsn/swan_runtime. log

3.2 ABRMLEBE (FHE)

SWAN ServerfR 7 :

&5 #|HD REARRE
v25.0.0 0cb55c1d2fde - BUERE

3.2.1 #A&TE

1. IBTELZZESWAN Serverf#| 28 LIRFIERTF docker X358, H{8 /etc/docker/daemon.json X (WIRA=F
£, BEFoelE), BMUTAA :

"insecure-registries": ["182.92.162.123:18080"]

2. BRIBEHRIRE 182.92.162.123:18080

docker login 182.92.162.123:18080
#IKS

admin

HED

Harbor12345

3.22 RESRE

1. ERSHFLFEZEER

mkdir -p swan/servicenode


af://n4915
af://n4926
af://n4931

HARZEER, FHE manager ECiE

cd swan/servicenode

# S hIEconfigX k<
wget -r -np -nH --cut-dirs=2 -R index.html.tmp -R index.html http://pkg-
d.amianetworks.com.cn:19067/swan/servicenode/config/

# S {ThIZEswan-manager . ym1X {4
wget http://pkg-d.amianetworks.com.cn:19067/swan/servicenode/swan-servicenode.yml

3. &Y swan-servicenode.yml , E# swan-servicenode.yml FYEERRAS,

# Copyright 2024 Amiasys Corporation and/or its affiliates. All rights reserved.

services:
swan-servicenode:
image: 182.92.162.123:18080/swan/swan-servicenode:v0.0.1 # MIAEZZER swan-servicenodeiZi&
hfzAs
container_name: swan-servicenode
restart: always # auto restart the container if it fails
network_mode: host
privileged: true
volumes:
- ./config/:/asn/config/ # config file
- ./log/:/asn/log/ # log files
- /etc/localtime:/etc/localtime

4, #A servicenode/config X3, {&2K asn.conf X

# Copyright 2025 Amiasys Corporation and/or its affiliates. All rights reserved.

log:
prefix: "asn"
api_log:
filename: "api.log"
level: "info"
runtime_log:
filename: "runtime. log"
level: "info"
entity_log:
filename: "entity.log"
level: "info"
perf_log:
filename: "perf.log"
level: "info"
general:
mode: cluster
id: ""
network_path: networkl.node2.switchl
node_name: switchl



type: server
network_capacity: 1024
cli_port: 50052
controller:
ip: 172.17.0.1 # i5MIAASNC IPHuHEIEF
port: 50051
retry_interval: 5
token_secret: "wjEEOnD1XOvtwG1l8yqt+JXEtb1JIn08raX0g+TUIbJzA="
tsdb:
type: influxdbvi
name: asn-dev
ip: 172.17.0.1 # EWIARNEEIEEMILIER
port: 8086
username: amia
password: 2022
service:
config_timeout: 20

netif:
data: etho # IBRINBIEEMFEE
control: eth® # BEEIAESENREE

management: eth® # BRINEEEMFEE

5. # A swan/servicenode X%, {82 swan.conf X

# Copyright 2025 Amiasys Corporation and/or its affiliates. All rights reserved.

# Activation code of a service node.
# Allocated when a service node is created by swan manager.
activationCode: # i5iEEManagertliEfServicenode i 4 RATEGER

# The actual physical address of the service node is used to set up a data tunnel with other
service nodes.

privateAddress: # JEEEServicenodeAF5EMServicenodeBIIEIEREMNYIEIP, BT S iHa)MAEAER]
6. 2B SWAN Servicenode A28

cd swan/servicenode
docker compose -f swan-servicenode.yml up -d

6. &FE SWAN Servicenode ASITIRE
docker ps -1

SN STATUS B/RIE Up KT, BRREZERBADEITHIRHE,

7. SWAN Servicenode JH{TEIFA, JeMIPREREIEHT swan-servicenode BEs, SAGIER AR ESRRANRREAS R
T, BEEEHMT, RIBE docker rm MERFHIFERNERET), BEHEEHARLS



# 1.MRRFHswan-servicenodeR2s
docker stop swan-servicenode
docker compose -f swan-manager.yml down

# 2.{8&%swan-servicenode.ymlXf, ffswan-servicenodeMISRIRRAIER N EBREMRRA

# 3. EMRERR

docker compose -f swan-servicenode.yml up -d

8. HEIZSWAN Servicenode

(1) IXENFHA=R, RELLEIE, WA=

docker stop swan-servicenode
docker compose -f swan-servicenode.yml down

(2) dsEE, NMREHEEIE

docker stop swan-servicenode
docker compose -f swan-servicenode.yml down

# MIPRELEE RN REHIE
sudo rm -rf swan/servicenode

4. SWAN Client® P IiRR&ERIE
Linux CLIkRZ

Linux CLIASIE ({5App) 5&1T, ClientFICLITER—"#ERETT, BN BBERASFFHARES
R : Linux CLI 1 Manager FEEREER—ENEL
R : Linux CLI fll ServiceNode B R e REFER—EN B L

M3iHhR version 2.21.10.10

1. TFEHSWAN Clientd 1T
wget http://pkg-d.amianetworks.com.cn:19067/swan/client/swanclient
2. BT EEsudotifR

sudo ./swanclient

IEZUhR
RERIEA 7 AN ARAER


af://n4956
af://n4957
af://n4959
af://n4964

&R
1. iAmanagerithiit, ERiAIROA97926.
2. MARPRNEBUER
3. 1% 1 EEMEK, AEREFEERRSTR
4.7 3 REIIPEEIERE
5.1 5 UIEEHEIRE

o TEMEfIEHME, HA exit RIBHISWAN Client

Linux ApphR#
M3k v0.10.3

1T wget http://pkg-d.amianetworks.com.cn:19067/swan/client/swan_linux.deb , f#FH dpkg -i
swan_linux BIFFRZRE, RLEE usr/bin BR T, FRAK, BiNERterminal¥TF, A swan BIRETT

IEXhR vV0.10.6

T2, ¥TFF https://s-wan.amianetworks.com.cn/swan/client/ 7€
SWAN ClientZEFBIEE B R THREILinuxtI k% %% & FIRFARNZEM AR terminalliTHITTE, THREMSE
FB sudo dpkg -i swan_linux BIFFRAZE, RSREZE usr/bin BR . FEANBEEENTH, BAEBEIRLET,

Windows ApphiZs
MizkR v0.10.3

TN 2s, $TFF http://pkg-d.amianetworks.com.cn:19067/swan/client/swan_windows.exe BRI FFIAT &,
SERENEIT A RRE, FERNWNEITFAERLETT

IEXhR V0.10.6

X2, FTH https://s-wan.amianetworks.com.cn/swan/client/ 7£
SWAN ClientREEFBIERE B R THEIWindowsHI Ak K52 SEFRFAHITTEH, THRENGITHNFHRERE, &
BB EFTFRIEIETT,

MacOS ApphitZ=

Mixhk v0.10.3

TEApp StoreFEZRH T H TestFlight A, FTAEERBCHEREME, ASBERFEMIITETeams EAXLG IS H
SROEMMAMIREPA, Z/ETETestFlightRZFAF#E3R swanx FEZRLERNE]

IER AR vV0.10.6
7EApp StoreH1E3R swanx T 22BN,

5. SWAN Manager i Z55i=65

> MEEXIMTEEIRG [


af://n4966
af://n4981
af://n4982
af://n4984
af://n4986
af://n4987
af://n4989
af://n4991
af://n4992
af://n4994
af://n4996
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"err_zh":
"remark":
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"remark":
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"err_zh":
"remark":
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"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":

101001,
"internal server error occurred, please contact administrator",
"RERNIIEIR, BERREER",

101002,
"invalid request parameters detected",
"HNR TRAVIE RSB,

101003,
"authentication token has expired, login to renew",
"SMRIETHEESHE, BERUET"
"EEFEArefreshToken#TRIE"

101004,
"insufficient privileges for this operation",
"RAERA ",

"FAIRER tokenET, THERHFTETFHmRHEHFER"

101005,
"unknown error occurred",
"RAIEIRRLE",
"webih T FEEAZcode"

201001,
"guide components installation required",

"B SRIEREFTE",

201002,
"administrative guide verification needed",

"EER5|FEIENE",

201003,
"network guide implementation incomplete",
"W SEERTTE",

201004,

"client guide deployment validation failed",
"B PG5 | SERBIIERNL",



"remark":

"err_code":

"err_en":
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"err_code":
"regular user batch creation failed:
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"err_zh":
"remark":
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"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code"
"err_en":

202001,

"admin user login failed, username or password incorrect",

"EERARERKY, BRAEEEHEIR",

202002,
"admin user logout failed",

"EEGRAFEHERK",

202003,

"regular user creation failed: duplicate username",

"EBERAPEIERN  BRRER",

202004,

"regular user deletion failed: invalid username",

"EERFRRAK : BREER",

202005,

"regular user batch creation failed:

"EBRAPHBeIEAN  BRRES",

202006,

"EBAPHBeEAN  BR%RE",

202007,
"regular user 1list failed",

"B FIRRERKRN ",

202008,

duplicate username(s)",

invalid username(s)",

"regular user static information query failed",

"EERFRSERERRN",

1 202009,

"failed to create traffic limit and access policy",



"err_zh": "SIEREMRHISIHIRIREEEK",

"remark": ""

"err_code": 202010,

"err_en": "failed to delete traffic limit and access policy",
"err_zh": "BIFRFRERSGISIHRIKERLK",

"remark": ""

"err_code": 202011,

"err_en": "failed to query traffic limit and access policy",
"err_zh": "ETREMREISIHRIHERKN",

"remark": ""

"err_code": 202012,

"err_en": "admin user creation failed: duplicate username",
"err_zh": "EEGRAFCIERK  BRREER",

"remark": ""

"err_code": 202013,

"err_en": "admin user deletion failed: invalid username",
"err_zh": "BEGZAFPBIIREY : BRRETR",

"remark": ""

"err_code": 202014,

"err_en": "admin user list failed",

"err_zh": "ERBRMFFIRRIEK",

"remark": ""

"err_code": 202015,

"err_en": "admin user information query failed",
"err_zh": "BREGAFPEETHRK",

"remark": ""

"err_code": 202016,

"err_en": "admin user email set failed",

"err_zh": "EERMFEIRERK",

"remark": ""

"err_code": 202017,

"err_en": "admin user password retrieval failed",
"err_zh": "SERFRBKEILK",

"remark": ""

"err_code": 202018,
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"err_zh":
"remark":

"admin user password reset failed",
"EEREHEBRN",

202019,

"number of users created exceeds allowed limit",

" SURAY A G DR BYRRE] ",

202020,

"number of admins created exceeds allowed limit",

"SRR E IR GIEUE H S IFRIBRS] ",

202021,

"number of users batch created exceeds allowed limit",

"HEEIZRI AP BB HTIFRIRE",

202022,

"you can set a maximum traffic limit of up to 1 year",

"RERFRZIRELE",

202023,
"traffic limit format error",

RERFIMIVEIR",

202024,

"admin with manager privilege must set security

"EERMIIRBEREHFE",

203001,
"user group create failed",

"R AEsIERK",

203002,
"user group delete failed",

"R P AmERRI",

email"

4
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"err_en":
"err_zh":
"remark":

: 203003,
"user group update failed",

"R AEEHRRK",

203004,
"user group list failed",

"R 4A5RIRERI ",

203005,
"number of user groups created exceeds allowed 1limit",

"SIRR A AR E B TR,

203006,
"number of user group members exceeds allowed limit",

"R AR EBT LIRS ",

203007,
"the user group already exists",

"BRAEHE",

203008,
"the user group does not exist",

"R A",

203009,
"default user group cannot be deleted",

"?ﬁkﬁﬁf—“‘éﬂziﬁé UF/%H ,

203010,
"admin user group is immutable",

"EERAFATAER",

203011,
"user group name exceeds 16 characters",
"R AR BT 16N FR",
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"remark":

"err_code":

"err_en":
"err_zh":
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: 203012,
"user group name cannot be empty",

"FRPABIRRENZE",

203013,
"get user group members failed",

"IREXFAFAMRRN",

204001,
"virtual network creation failed",

"EBIME SRR,

204002,
"virtual network deletion failed",

n Eﬂ;{ W]égﬂﬂ'] Bﬁgi)n\g ! !

204003,
"virtual network update failed",

"EBIMBERRK",

204004,
"virtual network list failed",

" EBINRTIRIREK ",

204005,
"virtual network get encryption list failed",

"EBIMBEESRIREVEK ",

204006,
"number of networks created exceeds allowed limit",

"EBINBHEBI SIFRE",

204007,
"the network already exists",

ERAEEIE",
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"err_en":
"err_zh":
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"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
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: 204008,
"virtual network name exceeds 16 characters",
"EBMELIN T EEEE 161 FR",

204009,
"Virtual network name cannot be empty",

"ML LI RENE",

205001,
"virtual network group creation failed",

n E;ulﬂ]%éﬂﬁugg&mi " 7

205002,
"virtual network group deletion failed",
"B ERIBRAEN ",

205003,
"virtual network group update failed",
"ERBIMELEETRM ",

205004,
"virtual network group list failed",

" REERILR BT RIREVKR ",

205005,
"number of network groups created exceeds allowed
" ERIME L EEI RIFIRE",

205006,
"the virtual network group name already exists",

n E;Q{M%éﬂ%ﬁeﬁﬁ Y

205007,

"the virtual network group does not exist",
"ERMEEREFE",

limit",
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"err_en":
"err_zh":
"remark":
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"err_zh":
"remark":

"err_code"
"err_en":

205008,

"bind user group failed: invalid state",

"HEMPAERK: TRRE",

205009,

"virtual network group name exceeds 16 characters",

"ERIMBERTAEEBE 161N F ",

205010,

"virtual network group name cannot be empty",

"EBIMBERIEENZE",

206001,
"service node creation failed",
"ARET REIERM",

206002,
"service node deletion failed",

"BRSS T RMIBRRIK ",

206003,
"service node update failed",

"BRS T RERTRIK",

206004,
"service node list failed",

"BRSS T RFIRIRENKR ",

206005,

"service node information query failed",

"R RESEARK",

. 206006,

"service node bring online failed",
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"remark":
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"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code"

"BRS TR LKW",

206007,
"service node set offline failed",

"ERSZ TR TR,

206008,
"service node get errors failed",

"IRENARSS T R R,

206009,
"service node clear errors failed",

"ERIRS T REHRKM ",

206010,
"service node get version info failed",

"IRENARSS T RARAERKW ",

206011,
"service node id cannot be empty",
"service node idAREEAZE",

206012,
"service node name cannot be empty",
"service node nameBENZE",

207001,
"log audit template name length exceeds 16 characters",

"BEEITRIRBITKEBIRS], BEERT, BNE16TFHUR",

207002,
"log audit template creation failed: duplicate template

"EEEIHRIREERNY, RIRREE",

: 207003,

name",
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"remark":

"err_code":
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"err_zh":
"remark":

"log audit template deletion failed: invalid template

" BEEIHRIRMBRR K, TMERRR",

207004,
"log audit export failed",
"HEHITRHRK",

207005,

"log audit get event distribution failed",
"R EHEITEFDHRK",

207006,
"log audit get event num failed",
"R AEEHITEARERK",

207007,
"log audit get event trend failed",
"R AEEITEEERK",

207008,

"log audit get logs failed",
"REREEEITEERK",

207010,
"log audit get report time trend failed",

"RE B EEH IR SR EE BRI,

207011,
"log audit get risk level distribution failed",
"IREXHEE I KRG D mRM ",

207012,

"log audit get template list failed",
"FREX H E I EAR RN,

name",
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"remark":

: 207013,

"log audit get top user failed",
"IREXHEE IR AP R,

207014,
"log audit get user distribution failed",

"REBEEHEITAA O HEK",

207015,
"log audit template update failed",
"HEEITRIRERRI ",

207016,

"log audit rule creation failed",
"BEEITN IR,

207017,
"log audit rule does not exist",

"BEETNAEE",

207018,
"user type cannot be empty",
"user typefHEEAZE",

207019,
"event type cannot be empty",
"event typeREENZE",

207020,
"risk level cannot be empty",
"risk levelFBENZE",

207021,
"user type cannot contain empty value",
"user typefHEEEZEME",
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"remark":

. 207022,

"event type cannot contain empty value",

"event typefRBEESZLEE",

207023,

"risk level cannot contain empty value",

"risk levelFEEESZEE",

208001,

"license status query failed",
"licenselREEIBRK",

208002,
"license activation failed",

"licenseBrELRM",

209001,
"get version failed",

"IRERRRANKIG ",

301001,
"user login failed",

"ARERKW",

301002,
"user logout failed",
"FRPEEKK",

301003,

"user group information query failed",

"APAERERRK",

301004,
"user access policy query failed",

"APLEREREIRRK ",
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. 301005,
"user online check failed",

"ARPELKRERN",

302001,
"network status query failed",

"MEIRS TR,

302002,
"network configuration failed",

"MLERSIIREIWRK ",

302003,
"network name query failed",
"M BIEIRE",

302004,
"service node status query failed",
"IRS T RIRESERERK ",

302005,
"service node name query failed",

"IRSTRBMEBRK",

303001,
"client node registration failed",
"B P T R R,

303002,

"client node get online config failed",

"B RIREEAECER",

303003,

"client node bring online failed",
"EFET R BRI,
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303004,
"client node set offline failed",

"ERHTRIERK",

303005,

"client node get latest version failed",

"B RIREURATAR AR,

303006,

"client node is already online",
"B RBETEL",

303007,
"client node is already offline",

"BRBETREETL",

303008,
"target server not in network",

"B RAEMSR",

401001,
"token refresh failed",

"ShERIFRRL",

401002,
"password modification failed",

"ERERR ",

401003,
"Password strength too low",

"ERHIIERN, WIEAFEER",

: 401004,
"device list failed",



"err_zh": "i&EHIRIKENELK",

llremarkll : nn

"err_code": 401005,

"err_en": "device unbind failed",
"err_zh": "REMREBRIK",
llremarkll : mnn

"err_code": 401006,

"err_en": "device name update failed",
"err_zh": "&ERIFEHFEK",
llremarkll : mnn

"err_code": 401007,

"err_en": "user bound too many device, please check",
"err_zh": "&EHEMEBHIRSG, BHRE",
llremark" : nmn

"err_code": 401008,

"err_en": "username is empty",

"err_zh" : "Fﬁ)‘—“‘%?g%",

llremark": nmn

"err_code": 401009,

"err_en": "access control error: user has no group",
"err_zh": "pRZERIEIR ¢ BRREA",
llremark": nmn

"err_code": 401010,

"err_en": "unrecognized account types",
"err_zh": "FAIRAIEIKAER",

llremarkll: nn

"err_code": 401011,

"err_en": "only admin user operation",
"err_zh": "QEEERABFRE",

llremarkll: nn

"err_code": 401012,

"err_en": "invalid user",

"er‘l"_Zh" : II%?&E"J%F ||’

llremarkll: nn

"err_code": 401013,



"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"the user does not exist",

"RPAREE",

401014,

"username or password is incorrect",

"R AR ERAIER",

402001,

"mfa get qr code failed",
"MFASREX 4R RN,

402002,
"mfa bind failed",
"MFAZPERIK",

402003,
"mfa unbind failed",

"MFARRERRIG ",

402004,
"mfa verify failed",
"MFABGZIERIL",

402005,
"mfa login failed",
"MFAERRKRIK",

402006,
"mfa code incorrect",
"MFASSIERSRIERA",

402007,

"mfa login code incorrect",
"MFAE RIS RIERA",



iy

"err_code"
"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":

"err_en":
"err_zh":
"remark":

"err_code":
"the server node config update failed: server port not sufficient",

"err_en":
"err_zh":
"remark":

: 403001,

"email send code failed",
" BB A KRS R,

403002,
"security email verification failed",

"2 e B FHREIRIELRNL ",

403003,
"requests rate exceeds once per minute",

"RERHIERI TR, SoREER—K",

403004,
"this email is bind by other user",

"ZERFEE WA MBI HE",

403005,
"Send email verification code timeout",

" BB A X I RS R AT,

404001,
"please configure the Manager management address first",
"iESeBiEManager E1E N,

405001,

"the search page exceeds the total page, please check the search conditions",

"RRUMEI S0, BRERREN",

405002,
"the search page cannot be less than 1",

BRI NTFL,

409001,

"IRSBEB T REBEERRNK | RSFHATE",



"err_code": 409002,
"err_en": "the server node config update failed: sync network port change to

failed",

"err_zh": "REBVAMEEHLM | FFMKiEOEHRE|Manager kK",
llremark" : mnn

"err_code": 409003,

"err_en": "the server node config update failed: port range invalid",
"err_zh": "IREBTREEEHRRY : mACEEN",
llremarkll 0 nn

"err_code": 409004,

"err_en": "the server node config update failed: server address invalid",
"err_zh": "RSBHBTREEBEHKRN | RSB/UIUTH",
llremarkll : nn

"err_code": 409005,
"err_en": "the server node config update failed: server network format error,

check, eg: 192.168.0.0/24;172.171.1.1/32",

192.

iy
{

"err_zh": "[RBHBVRECETHMARNM : lRSBMERNEIR, 51T, HH:
168.0.0/24;172.171.1.1/32",
llremark" : nn

"err_code": 409006,

"err_en": "the server node start failed, please check",
"err_zh": "IRBHBTR/BEKRMK, BHRE",
llremark" : nmn

"err_code": 409007,

"err_en": "the server node stop failed, please check",
"err_zh": "BRBHFTVREFELRK, BRE",
llremarkll : nn

"err_code": 409008,

"err_en": "the server node update network failed",
"err_zh": "RBFTREFMEELY",
llremarkll : nn

"err_code": 409009,

"err_en": "the server node distribute addr for networks failed",
"err_zh": "RSBBTRAMEDEMALRE ",
llremark" 0 nn

"err_code": 409010,

manager

please



"err_en": "the server node disconnect to manager, please check network status",
"err_zh": "BREZEBT mSManager iFERE, BRERNLRES",

"remark": ""
Y
{
"err_code": 409011,
"err_en": "the device can not be recognized, please check if the device machine code has
changed",
"err_zh": "MEBILAEIRG, HREIZEVBBESEER",
"remark": ""
+
{
"err_code": 409012,
"err_en": "the server node's software version is too low to be accessed",
"err_zh": "RRSZEITREVRERADE, TEAE",
"remark": ""
}
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